


Christmas 
shopping lists, 

broadcast.



Facebook 
collaborating 
with partners



Partner web 
sites include 

iframe



iframe runs 
with facebook 

origin



business 
transactions 

passed to 
facebook



all 
transactions



beacon checks 
facebook 
cookie to 
identify 

members



“Your husband 
just bought a 

ring at 
Overstock.”



leaking online 
behavior to 

facebook



broadcasting 
online behavior 

to a social 
network



“Your privacy 
is an illusion. 
Deal with it.”



“Your privacy 
is an illusion. 
Deal with it.”?



cross-domain 
communication



user agents 
mediate 

communication



deploy policy?



incentives for 
data 

processors?



enforcement 
frameworks



P3P



IE6 cookie 
handling



user awareness 
is key



understand the 
purpose?



understand the 
ramifications?



policy-aware 
user


